How to load mOnOwall onto a WatchGuard Firebox x500,
X700, x1000, x2500

CAUTION! The power supply in the Firebox x series is exposed wiealibe cover is remved. DO
NOTapply AC power to the firebox while thewvar is off or you will be in tksof electrical shockMake
sure to remove the AC power coathd wait for 30 mirbefore opening the fireboxo give the capacitar
time to drain

Warning! Thigprocedurewill void yourwarrantyand removethe Fireware or Fireware Pro OS from
your firebox! WatbGuard will not helpyour restoreyour system!Proceedat your own risk!

1. Items needed:

a. Firebox xCore hardware (note that the X500, x700, x100 and x2500 are all the exact same
hardware)
Philips screwdriver
WatchGuard serial console cable
CF Card reader
Physdiskwrit§download fromhttp://mOn0.ch/wall/physdiskwrite.php
physGU(download fromhttp://mOn0.ch/wall/physdiskwrite.php
Generic PC image of mOnOw@bwnload fromhttp://m0On0.ch/wall/downloads.phpor
http://mOn0.ch/wall/beta.phpF 2 NJ 6§ KS 6 Sl NBfSFaSopdKS FTAES ¢
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h. PC with a serial port or a USB to Serial adaptor
i. Terminal emulation prograrthat support serial hardware
j- 20 min of time
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2. Open the firebox.

a. Remove the drive tray by lifting the flap on the right side of the firebox front, unclip the 2
grey plastic pieces under the cover and pull them forwalrdill the drive tray out of the
firebox.



http://m0n0.ch/wall/downloads.php
http://m0n0.ch/wall/beta.php

b. Remove the 15 black Philips screws from the firebox. The sides may or may not have a rack
mount ear. There are 6 screws on each side and 3 on the back. The 8 longer screws go to
the 4 holes on each side that are close to the front of the fireboxmadnt the rack ears.

c. Remove the cover by pushing it toward the back of the firebox. It shoulslbslick about 2
inches, and theryou can lift the coveap andoff.

d. Remove thdDE44 cable from the back of the drive holder. Then remove the 4 silvevsscre
holding the drive holder in place. You can then pull back on the drive holder and lift it out.




3. Flash the CF card.

a. One you have the drive holder removed you should see a 64mb CF card in a holder located
at the rear of the firebox under where tidive holder was.
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c. There is no ejector for the CF card so remove the CF card by applying slight pressure on the
top of the card with your fingers and pull it toward the front of theefiox.

d. Extract the Physdiskwrite.exe and PhysGUI.exe files to a known directory RleysPisk).
e. Place the mOnOwall image file into the same directory.
f. Insert the CF card into the card reader on your pc and start phybilight the CORRECT

drive. Pay extra special attention to the drive size and interface! If you select the wrong
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Datei  Hilfe

I

Device ID Z GrosseT... An.. Bezeichnung Media Type Interf...
e \\APHYSICALDRIVED C. 14305GB 1 ST31608114S Fized hard disk media IDE

b . APHYSICALDRIVET 57.68 MB LUSE 2.0 USE Device | Removable media other than floppy

N
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& PhysGUI

Datei  Hife

Device ID Z GrosseT... An..  Bezeichnung Media Type Interf...
e\ \PHYSICALDRIVED C. 149.05GB 1 ST3160811AS Fixed hard disk media IDE

L\ APHYSICALDRIVET I Image laden > “' Sffnen ‘emovable media other than floppy

. Akkualisieren

h. A file dialog will open, path to th@0OnOwall image file and click open.

i. You will get avarning message, DROT CHECK thew S Y2 @S W D. NBAGNAROGAZ2Y
GKS hy odzid2yo CKA& A& KSNB ta Fy FGaaGSyLi o
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Datei  Hilfe
)
Device ID pe Interf...
<0 \\ \PHYSICALDRIVED H disk media IDE
i \\ APHYSICALDRIVET Optionen le media other than floppy  USE

[] Remove 2GB restriction (WARNING!)

Ok ] [ Abbrechen

j.- You wil get another warning. ClickVES

b 4 WARNUNG:

- -
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~~°/ Machten Sie die Disk "\}.\PHYSICALDRIVE1' wirklich (berschreiben? Wichtig: Dieser Schritt kann NICHT Rickaangig gemacht werden!

Yes ] [ Mo

k. You should see a command window for a few second countiragdptais written to the

CF card.

cv C:\PhysDisk\PhysGUI.exe

physdiskurite vB.5.2 by Manuel Kasper <mkCneoni.net>

Searching for physical drives...

Information for \\.\PhysicalDrive@:

Windows:

C/H/S:
Model:
Serial numbher:
Firmuare rev.:

cyl: 19457
tpc: 255
spt: 63
16383/16/63
ST31608811AS

6PT253E9
3.AAE

Information for \\.\PhysicalDrivel:

Windows:

cyl: 127
tpc: 255
spt: 63

Found signed compressed image file
3047424 hytes written




l. Whenyougettheat K& a5 A &1 2 NiNBsgafeyaurCE yaRr] $sireddy.

PhysGUI

1 ) PhysDiskiwrite beendet,

k. Replace the CF into the firebox.

I.  Replacehe drive holder and reconneché IDE44able (optional)
m. Replacethe firebox cover

n. Replacethe drive tray (optional)

4. Set up mOnOwall
a. Connect power to the firebox and turn it on.

b. Connect thegreyserial cablghat came with the fireboxo the fireboxconsole portand
your P@ serial port.

c. Sart your terminal emulator and select the COM port that the firebox is connected to, use
19200baud 8/n/1 communicatiosettings.



Pressenter and you should see the mOnOwall console screen

Tera Term - COM3 VT [~
File Edit Setup Control Window Help

LAN IP address: 192.168.1.1
Port configuration:

LAN -> rel
WAN -> ref
OPT1I -> re2 (OPT1)
OPT2 -> re3 <(OPT2)
OPT3 -> re4 (OPT3)
OPT4 -> re5 (OPT4

mBnBwall console setup

P I I I I I IEIEIEIEIEIEIENE

E > Interfaces: assign network ports
> Set up LAN IP address

> Reset webGUI password

> Reset to factory defaults
5> Rebhoot system

6> Ping host ‘ I

[Enter a number: Ji X
| e

Whenasked to set up the vlan select n and entgou can set up vlans using the web
interface once your systems ports are configured.

Whenaskedto name the WAN port use re0 (thisorrespondgto the 0 port on the firebox
that is labeled asExternad

Userel for the LAN port, re2 for OPT1, re3 for OPT2, etc. (you can see the mapping in the
above screen shot.

Rebootthe mOnOwall (i no longer a firebox!)

Gonnecta cat5cable to the portabeleddle on the front of the mOnOwall antb a network
hub/switch or you can use@ossover cable to connect directly to a PC.

On a PC connected to the same network loulzonnected to the mOnOwallse a web
browser to go to the address shown on the consolesnr(default is 192.168.1.1) by typing
http://191.168.1.1into the address bar dhe browser.

Enter éadmire as the user andmoncé as the password when promptedt you see the
mOnOwall screen your all setUsethe information provided at
http://doc.m0On0.ch/handbook/to finish your configuration.



http://191.168.1.1/
http://doc.m0n0.ch/handbook/

/= mOnOwall.local - mOnOwall webGUI - Windows Intemet Explorer

i_\ SRl ® http://19216811 /indexphp v | ¢s | x [l Google 2=
¥z @t |@® monowalllocal - mOnOwall webGUI [ % v B v @ v [)Page~ ook v
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webGUI Configuration monowalllocal

System
General setup
Static routes ®
Firmware
Advanced
User manager
Interfaces (assign)
LAN

System informa

Name monOwalllocal
Version 13b16
Traffc shaper buit on Sat Apr 11 17:06:36 CEST 2009
Aliases Platform GenericPC
Uptime 00:22
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Dynamic DNS SO iR HeMay 0L
DHCP server CPU usage view graph
Eagosiy Memory usage —_— 0%
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Traffic graph
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